transmission and distribution (T&D) of electrical energy is a major problem faced by utility companies which is very difficult to fight and detect. For that, more of power utilities spend thousands dollar for research centres to find efficient methods for detecting and controlling abnormalities. Electricity theft and billing irregularities forms the main portion of NTL. With the introduction of smart meter, the frequency of reporting energy consumption data to the utility company has been increased. Incoming and outgoing energy could be monitored and analyzed. Electricity theft is a complex problem with many parameters to be evaluated before implementing any measures to detect and control that. These parameters include some issues like social, economic, regional, managerial, infrastructural, and corruption.
Abstract. Non-technical losses (NTL) during transmission and distribution (T&D) of electrical energy is a major problem faced by utility companies which is very difficult to fight and detect. For that, more of power utilities spend thousands dollar for research centres to find efficient methods for detecting and controlling abnormalities. Electricity theft and billing irregularities forms the main portion of NTL. With the introduction of smart meter, the frequency of reporting energy consumption data to the utility company has been increased. Incoming and outgoing energy could be monitored and analyzed. Electricity theft is a complex problem with many parameters to be evaluated before implementing any measures to detect and control that. These parameters include some issues like social, economic, regional, managerial, infrastructural, and corruption.
In recent years, several data mining and research studies on fraud detection and prediction techniques have been carried out in the electricity distribution sector. Support vector machine (SVM) technique has dominated the research for classifying data and detecting fraudulent electricity customers. SVM technique has good ability in data mining and data classification. The paper objective is to analyze the metered energy consumption data recorded and predict the pattern or the form of daily user's energy consumption, then using SVM to classify the data whether normal or theft. The suggested technique is then tested using real data from Alexandria Electricity Distribution Company (AEDC). The proposed technique was able to distinguish between healthy and theft cases.
Introduction
Generation, transmission and distribution of electrical energy involve many operational losses. Whereas, losses concerned to generation can be technically defined, but Transmission and Distribution (T&D) losses cannot be precisely quantified from the sending end information. Transmission and distribution losses include both technical as well as non-technical losses (NTL) [1] . Technical losses are the losses due to power dissipation in transmission lines, transformers, and other power system components and are computed from the information about total load on the grid and total energy billed [2] . NTL cannot be precisely computed, but can be estimated. In general, Nontechnical losses (NTL) are caused by the factors external to the power system.
Electricity theft and billing irregularities form the main portion of NTLs. In the side of electricity theft, it includes illegal tapping of electricity from the feeder, bypassing the energy meter, tampering with the energy meter and several physical methods to evade payment to the utility company. In billing irregularities side, it includes corruption and lack of commitment in employees of utility companies to control the illegal consumption. Electric utilities lose large amounts of money each year due to fraud by electricity consumers. Estimates show that, utilities worldwide lose more than $25 Billion every year due to NTLs [1] . Worldwide T&D losses exceed the total installed generation capacity of countries like the UK, Germany, and France. As an example, utilities in india lose as much as $4.5 Billion every year, due to illegal consumption of electricity. Utilities in USA incur losses about $1-6 Billion due to electricity theft [3] .
Electricity fraud can be defined as a dishonest or illegal use of electricity equipment or service with the intention to avoid billing charge. This has a negative impact on energy companies and thus consumers including genuine and illegal customers by overloading the generating unit. The quality of electricity supply is adversely affected which leading to incorrect estimation about the quantity of electricity to be supplied to genuine as well as to illegal customers [2] . This huge amount of additional load may lead to brownouts and blackouts during the peak load period. In order to maintain good power factor and flat voltage profile along the feeders, sufficient reactive power has to be supplied besides the supplied electricity. When theft occurs, static volt-ampere reactive (VAR) compensation and maintenance of the power factor is very difficult due to the lack of complete total load flow information [4] .
The financial losses are dangerous to many electric power organizations. Some power systems in worst affected countries are near bankrupt. In developing countries, tapping electricity directly from the feeder and bypassing the meter are done only at desired hours of the day where, it is a common practice that such customers use electricity from the utility grid legally when their consumption is low and steal electricity when their consumption is high [1] . Corrupt staff of the utility companies might take bribes from illegal consumers to help them allow such practices. In addition, corrupt employees are partially responsible for billing irregularities, as they can record quantity lower than the original energy consumption.
The most effective method to detect and control NTLs up to date is by using intelligent and smart electronic meters that make fraudulent activities more difficult, and easy to detect [2] . These are in smart meter, artificial intelligent techniques and data mining. A smart meter is an advanced energy meter that identifies energy consumption in more detail compared to a conventional energy meter. In addition smart meter can reliably and securely communicate the data back to the local utility for monitoring and billing purposes [5] . Smart meters with great networking capability and advanced software tools are very difficult to tamper and hack.
The following section discusses the previous work for techniques used in electricity theft detection. Data analysis, load profile generation and prediction of energy consumption curve are clearly in section 3. Support vector machine SVM, advantages, Kernel function related and implimentation are in section 4. Egyption case study, data, SVM implimentation and results are in section 5. Conclusion of paper in section 6.
Methods of Fraud Detection
Studies have proposed and developed several techniques for detection and estimation of electricity theft [2] . Of these techniques, some methods are illustrated in this section. In [1] , Soma Shekara Sreenadh Reddy Depuru, Lingfeng Wang, and Vijay Devabhaktuni discussed the problems underlying detection of electricity theft, previously implemented ways for reducing theft. In addition, they presented the approximate energy consumption patterns of several customers involving theft. Energy consumption patterns of customers are compared with and without the presence of theft. A dataset of customer energy consumption pattern is developed based on the historical data. Then, support vector machines (SVMs) are trained with the data collected from smart meters, that represents all possible forms of theft and are tested on several customers.
In [6] , Jawad Nagi and his assistances intent was to assist Tenaga Nasional Berhad (TNB) Sdn. Bhd. in peninsular Malaysia to reduce its NTLs in the distribution sector by using Support Vector Machine (SVM) technique. The proposed method was more effective compared to the past actions taken by (TNB) Sdn. Bhd themselves. After implementing the new fraud detection system, TNBD's detection hit-rate increased from 3% to 60%.
In [7] , same authors with same motivation. They applied Genitic Algorithim (GA) and SVM to get better performance. Performance of the fraud detection system by implementing the expert system increased the detection hit-rate from 37% to 62%. The hybrid combination of GA-SVM provided a better solution for selecting optimal SVM hyper-parameters.
In [8] , authors proposed a methodology based on distribution state estimation to detect customer tampered data. They studied a three-phase 8-bus low voltage distribution system. This study uses the concept and mathematical model of the random error variable. Test results proved that the non-technical losses of power distribution system is reduced, thus contributing to the operational benefits of smart meters. Limitted method performance when compared to Newton Raphson method due to the initial point of semi-definite programming that leads to global optimal solution not local optimal solution. In [9] , authors provided a very high performance detector by using the cusomer's consumption pattern. Using distribution transformer meters, areas with a high probability of energy theft, and by monitoring abnormalities in consumption patterns, suspicious customers are identified.
Enhanced encoding technique is used in [10] . Authors explained the significance of the evaluation of customer energy consumption profiles for identification of ilegal consumers. After the encoding process, the data has been inputted to a support vector machine (SVM) classification model where the accuracy of the SVM model was 92%.
In [11] , Nathiya.S, Rajeswari.S and Geetha.R. proposed a Wireless electricity theft detection system using ZIGBEE technology in order to overcome the theft of electricity via bypassing the energy meter and also control the utility's revenue losses. Advantages of this system is: much useful detection of electricity stealing worldwide, encures accurate billing of the electricity consumed, excellent way to detect the bypassing of the energy meter, and low cost with low power consumed by the ZIGBEE module. This wireless system provides much better results at short haul but the concern of the long haul depends upon the service employed by the network.
Also in [12] , Jawad Nagi and his assistances presented the inclusion of human knowledge and expertise into the SVM-based fraud detection model (FDM) with the introduction of a fuzzy inference system (FIS), in the form of fuzzy IF-THEN rules. The FIS acts as a postprocessing scheme for short-listing customer suspects with higher probabilities of fraud activities. The implementation of this improved SVM-FIS computational intelligence FDM, Tenaga Nasional Berhad Distribution's detection hit-rate has increased from 60% to 72%, thus proving to be cost effective.
Support Vector Machine
This section is an introduction to support vector machines and related kernel methods in supervised learning, whose responsible to estimate an inputoutput functional relationship from a training set of examples [13] . A learning problem is referred to as classification if its output takes discrete values in a set of possible categories and regression if it has continuous real-valued output.
A simple and useful model of an input-output functional relationship is to assume that the output variable can be expressed approximately as a linear combination of its input vector components. These linear models include the logistic regression method for classification and the linear least squares method for regression [14] . Because a linear model has limited prediction power by itself, there has been extensive research in nonlinear models such as neural networks. Linear methods have recently returned their popularity because of their simplicity both computationally and theoretically. It has also been realized that with appropriate features, the prediction ability of linear models can be as good as nonlinear models. (1) and (2) 2) Convex programming and duality, as in eq. The combination is unique, which makes SVMs and related kernel-based learning methods special and interesting. SVMs have also successfully been applied in practice, especially for classification problems [13] . Although many problems that have been successfully solved by SVMs could also have been solved successfully by standard statistical methods such as penalized logistic regression, in practice, SVMs can still have significant computational advantages.
Prediction of Load Curve
User's energy consumption pattern is one of the useful methods used for energy monitoring which leads you to an approximate form of load predection. Here, we will explain how we generate or predict the new energy consumption readings. After collecting the metered energy consumption for such region, we rearrange and analyze the data to reach to the approximately pattern of load curve. Therefore, load profile or data form is ready to implement with SVM technique. For example, the metered energy data about the hourly electricity consumption on a Distribution Point (DP) has been obtained from PJM datasets. PJM Interconnection is a regional transmission organization (RTO) that coordinates the movement of wholesale electricity in all or parts of Delaware, Illinois, Indiana, Kentucky, Maryland, Michigan, New Jersey, North Carolina, Ohio, Pennsylvania, Tennessee, Virginia, West Virginia and the District of Columbia. In 2016 version of data, WEST zone (DP) has eight load points (eight attached regions), AP, CE, AEP, DAY, DUQ, DEOK, ATSI, and EKPC. First, we calculate the attached regions consumption percentage (%) of the WEST DP. Then, we calculate the average MW reading for every hour of a day through all month's days. So, this step will be repeated twelve times according to the year's months.
Weather conditions is a very important factor that affect the MW reading or consumption such as season of year, month, day, and what time is that reading happened. Winter season curve and summer season curve are obtained as shown in fig.1., and fig.2 . Now, we can predict the pattern of daily MW consumption curve for any day through the year. For example, tested various random day for both winter summer seasons. Maximum MW consumption readings for tested days in main DP are important for feeder percentage calculation. fig.3 . shows the actual daily energy consumption curve and the predicted daily energy consumption curve for winter season day. Table I illustrates the actual metered energy consumption with results of new metered energy consumption that forms the prediction energy consumption curve for tested winter season days, also the difference between actual and suggested values and the percentage (%) of error are shown. Blue curve represents the actual consumption and the red curve represents the suggested consumption. In order to test the suggested SVM, the data was divided into two groups. One group was the normal consumption of the feeders. The other group was built upon a suggestion that non legal consumption of electricity existed. Such consumption was represented by decreasing the percentage consumption on 3 feeders connected to the WEST DP from the normal values and representing the consumption with the new data. The data obtained is fed into the Support Vector Machine (SVM) classification model by classifying customers into two categories: genuine customers, and theft consumers. Multiple SVMs trained classifier are applied to achieve better accuracy as shown in fig.5 . Fig.6 . represents the ROC (receiving operating characteristics) curve for chosen SVM classifier, area under the curve AUC, True positive rate and False positive rate are clearly identified. 
Results in

AEDC Case Study
Antra Distribution Point DP is an industrial DP which exists in Egypt, Alexandria city. It has two incoming feeders and six outgoing feeders as shown in figure 7 .
The metered KW consumption readings for full year 2016-2017 obtained from electric energy company in Alexandria city. Transformer's ratings for each subdistributor is available. The KW consumption percentage for each sub-distributor is deduced. After arranging and analysing the data, winter curve and summer curve are obtained as in fig.8, and fig.9 . Now, training data profile is ready to SVM classification model that classify the data into two categories: normal consumption and abnormal consumption. Multiple SVMs trained classifier are applied to achieve better accuracy as shown in fig.10 .
The obtained SVM classifier is tested using actual data, the proposed technique was able to detect some feeders with suggested theft. 
Conclusion
The paper presented the importance of having recorded data in order to detect electricity theft. It suggests a methodology to predict the energy consumption at the different feeders in order to compare with the actual data or if enough data is not available. With the implementation of the SVM detection of feeders with suggested electricity theft could be detected. It must be mentioned that there is a need of advanced metering infrastructure is for monitoring the consumption and hence detection of any abnormalities in consumption.
